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The presentation is not intended to provide any investment
advice and should not be taken as such. Do your own
research!

Although | may address business, financial, investment and
legal issues, | do not provide any business, financial, legal or
investment advice and my claims should not be construed or
used as such.

DISCLAIMER

=

| shall not be responsible for any loss sustained by any
person who relies on this class.




THIS TALK IS

FOR YOU IF
YOU WANT TO:

Learn why and what is Healthcare 3.0
— Ownership Health

Understand self-sovereign identity,

data liquidity, privacy-preserving
technologies, and federated learning

Know how tokens, NFTs, and DAOs
can redesign healthcare and
transform patients from health
service consumers to health and
wealth producers




Dr. Alex Cahana

Pain specialist for 26 years

Built Pain Centers in Israel, Japan, Switzerland, US

Since 2014 decentralized technology and Tokenomics
Blockchain and Healthcare Expert for the UN/CEFACT
Blockchange Healthcare Founding partner of ImpactRooms for EMDE

Board member at AdanianLabs Africa and ACHA (Americas
Continental Health Alliance)

Healthify Crypto

Leapfrog health systems




BLUF

In a post COVID-19
world

decentralized
healthcare is a more
resilient system

. Solve the problem of Trust (computational trust)
. Attack-censor-collusion resistant
. Community-Connectedness-Capacity development

. Coopetition and new business models



Lesson 1;:
Healthcare 1.0-2.0-3.0
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Web 1.0 Web 2.0 Web 3.0

- Basic Web Pages - Social Media - Semantic Web
- Htmi - User Generated Content . dApps
- Ecommerce - Mobile Access - Users Monetize Their Data
~Java & Javascript _ High-quality Camera & Video _NFTs
_ Apps - VR & AR (Metaverse)
. Corps Monetizing Your Data . Permissionless Blockchains
— High-speed Communication _ Artificlal Intelligence
_ Global Internet Access _ Interoperability

1990 - 2005 2006~ PRESENT DAY IMMINENT

https://www.quora.com/Whats-the-difference-between-Web-1-0-Web-2-0-and-Web-3-0-What-are-some-examples




1. Health 1.0 (2008-2016)
1. "Access Health", analogue to digital records

Health 1.0 1. Mandatory use of EHR (the HITECH Act 2009)

Digital Health

1. Data electronically collected so patients will receive
better, timely and personalized care (right patient,
right care, right time).
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. Health 2.0 (2016-2022)
. "Personal Choice Health", patient-centric

. Wellbeing health apps, wearables, remote
monitoring, telehealth, value-based everything

. Mobile heavy, bio-hacking, data driven

. Value based everything (VBC, VBC, VBP)
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1. Health 3.0 (2022-)

1. “Ownership Health", patient-driven

Health 3.0

1. Data privacy, security, sovereignty

1. Data as dignified labor and financial inclusion




%® 101 Blockchains

- I JOIN THE BEST
I-‘ I- PLAY-TO-EARN GAME
Patient-driven m FOR YOUR HEATLH!

LINK
YOUR STEP

Consumer to I ~ TRACKER

health and wealth
producer Bdiiiii: 4 I N
/ \
Physical, mental CREATE —

YOUR
ACCOUNT

\ / @
AN /7 8 8

EARNING!

n
financial health

e " GET STARTED -
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Lesson 2: Five use cases
of DLT in Healthcare

BLOCKCHAIN IN HEALTHCARE




Current @ Optimization- Al /ML /DL /RL/DRL/FL

healthtech is

NOT interested
In blockchain

@\/D Innovation - Digiceuticals / Pharmaceuticals / CRISPR

(\/D Access - Telehealth / Consolidation / Oligopolies




Blockchain is
the software Slockehain
solution to solve @

the problem of
(mis)Trust

technology

McKinsey, accessed 2022



1. Supply chain

1. Decentralized clinical trials

1. Credentialing

1. Electronic Health and financial Records

1. DAOs (professionals, researchers, patients)
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Value chain
tracking

il

Ensures PROTO
Verifies vaccine AUTHEN
Digitally ENFORC

Digitally MONITORING leveraged for the life of the
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OL adherence

: COM

12-21-20 2:27PM
VACCINE -
»;' 117M18C4D8EF1118M5

GPS

coordinates

Per Digital
protocol -
secondary
booster
notifications

ES testing and vaccination protocols

Automates REPORTING to public agencies

Digital health
assessment sent
VIA SMS to
patient

Adverse event

reports trigger

remote clinician
follow up

Validated events
reported in real
time to all
permissioned
organizations

Al/ML
applied

PATIENT

Manufacturer

School
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#2a.

Decentralized
clinical trials

Additional
research
professionals

Subject

Direct data transfer

an | S
o]

(> [] Mobile devices Sponsor database

Remote
nurse visits

https://www.clinicalink.com/solutions-and-platform-overview/solutions/decentralized-clinical-trials/
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Value-based
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l not at all

#2b. ' L+

Value based | ift
agreements Payer

ik

Payer

((

Courtesy Equideum Health
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Identity Issuer(s) User Identity Verifier(s)

RC‘(]\.JLSL and rocum Present and
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Y

verity attestations

Credentials

Register Lookup

identity identity

O

Store encrypted

< y 3
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S

Identity Hub

https://www.businessworld.in/article/The-Future-Of-Identity-Is-Self-Sovereign-And-Enabled-By-Blockchain/29-10-2018-163096/
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https://www.researchgate.net/figure/Proposed-System-Architecture-of-Blockchain-based-Electronic-Health-Record-
Management_fig2_334343944




Blockchain Prior Authorization/Claims System

Smart Contract Insurer process payment for provider
based on smart contract once insurer gets

4

discharge code in patient blockchain data

Insurer

Hospital Patient admit in Patient Private key
hospital for hip '

#4b. - B
F i e i a I - e e
records and == @8
claims

Health IT system

Blockchain Patient data
Each transaction is stored on DIOCKChain, CONtalnir View patient clinscal data including
the patient’s public (non-sdentifiable) 1D admission, transfer and discharge

codes also able to va the data

using patient private key

Claim process through Blockchain

CB Insights, 2021




VitaDAO Results

SO9m+

Treasury to fund research

VitaDAO

&
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Source, Andy Martin, IBM




Application Layer
Provides the
funcationalities via
standardized APIs based
-4 on smart-contracts and
DApps (distributed
applications) to the
participants of the
healthcare Blockchain.
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UI/UX needs to App Foundation

| ]
d ra m atl ca I Iy Common APls (used by DApps) —Integration Layer
H Provides common
I m p rove Identity Off Chain

. funcionalities for the
Mgmt Storage Healthcare Foundation e il -J application layer and

integrates with the various
|_blockchaintechnologies.

App Foundation App Foundation App Foundation

Common APIs (used for Blockchain Technologies)

Blockchain Technologies [ Blockchain Layer
Provides a technology
J agnostic access to the
Ethereum Hyper— |OTA Others core functionalities of the
Iedger various blockchain
technolgies

CB Insights, 2021




Future
implementation

IS uneven

Blockchain opportunities by industrial sector

HIGH —

A Healthcare Research

) |
- Healthcare Payments
Identity and Data Security @ @  Electronic Health Records
» Medical Information
Impact Clinical Trials @
@& Health Insurance
 J

LOW = Feasibility

» HIGH



Lesson 3: Data illiquidity
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Healthcare is

data rich

TYPES OF DATA

STRUCTURED DATA

UNSTRUCTURED DATA

Electronic 1] Medication 2 Medication S
pill dispensers prescribed instructions Nedieatoniten
1 e Diaries
Medication metication Medication filled | Dose Route Allergies Herbal remedies
> >y Alternative
NDC RxNorm Ouéngeﬁgéket therapies
Demographics HL7 ] :
Encounters Employee sick days Visit type and time Chief complaint
Diagnoses Death records SNOMED  ICD-9 D(ijfil;zrnegstiisl
Procedures : : CPT ICD-9
: 7 HOME 7 o
g . i PERSONAL { TREATMENTS, ; || LOINC Pathology,
Diagnostics (ordered) HEALTH { MONITORS. @ histology REPORT
RECORDS TESTS ECG Radiology et
Diagnostics (results) & el L\?i?a\{asliléiss'

Genetics

PATIENTS 23andMe.com

Social history

 LIKEME.COM ; S
: i Police records

Family history

SNPs, arrays

Tobacco/alcohol use

Ancestry.com

Symptoms

Indirect from OTC purchases

Lifestyle

CREDIT 5

Fitness club memberships,
grocery store purchases

CARD

Socioeconomic

Census records, Zillow, LinkedIn

“purcHASES | L |F

Social network

Facebook friends, Twitter hashtags

Environment

Climate, weather, public health databases,

HealthMap.org, GIS maps,

EPA, phone GPS

News feeds

<€

Probabilistic linkage to validate existing data or fill in missing data

Examples of biomedical data
Pharmacydata |5

D Claims data

Data outside of health care system

health record) data

i1 Health care center (electronic

Ability to link data to an individual
m Easier to link to individuals

m Harder to link to individuals

m Only aggregate data exists

Registry or clinical trial data

Data quantity

A

ejep Jo sadA} mau ule}qo 03 abeyui) J13s1j1qeqold




Current

stakeholders

phody

Plan Sponsor

PREMIUM

gj CONTRACT

Insurance Company

BENEFITS — >\

Jv/e'oh

S PAYROLL DEDUCTION

Individual Patient

COPAYS IS

SERVICES

CLAIM PAYMENT ——\ ; é ﬂ
N FEEDISCOUNT ‘

Health Care Provider




Policymaker

Enrolled
Beneficiaries

. Client
? Registry S
P ~
Patient
Patient j!

Data silos

' ®

My Patients

Provider

Facility Empaneled

Facilities

[
? Registry -
-y

D

Facility

Database

'®

My Care Place My Workplace

Provider

No

Database
Policymaker‘

interoperability
No inter-
cooperability

Empaneled
Providers

? Provider
Registry

Provider
Database

\ -
My Care Provider “Me”
Patient

Provider

Reimbursable
Services

g 2 National EHRS
Health
Transactions
Patient j!

Population
Health Metrics

Policymaker

4

My Health Record
My Benefits

My EMR

Billable Services Provider
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. Cybersecurity
Barriers to Captal
implementation Ownership

Governance

‘ Risk ’
Bioethics Compliance




Privacy-in-Depth

Decentralized Apps (“dApps”)

Web3 User Experience Zero-Knowledge Proofs (ZKPs)
Trusted Execution Environments (TEES)

Secure Encrypted Virtualization (SEV)
Blind Computation

Optional Tokenized Assets Verifiable Computation

Secured and Transferred Secure Multi-Party Computation

Health 3.0 Differential Privacy

Homomorphic Encryption

St ac k Smart Contracts Quantum-Resistant Encryption
Secure Automation Across
Organizational Boundaries Decentralized Al

Federated learning in blockchain networks
Intelligent agent-based automation
Optimization w/agent-based simulation
New paradigm in training data provenance

Blockchain Networks
Public, Private, and Hybrid




Lesson 4: Al/ ML/ FL
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V=Q/C

Q = derived
data

Source Data

Blockchain is the core enabler
of federated compute.

Metadata

Technical
Descriptions of
Source Data




Community
i Hospital
!
Privacy \) { !
Preserving Local Model \1 ‘

} ‘
Private Data @p¥ f f

Research
Federated Server A Medical Center &z

' | %
Federated T, W
Lea n i n g Global Model S

Cancer
' Treatment Center <
! 4

Privacy W
Preserving Local Model ‘

Private Data i i

https://blogs.nvidia.com/blog/2019/10/13/what-is-federated-learning/




MPC and
privacy

preserving
technology

Attacks

sTheft
Secure Al eInversion
Protecting *Adversarial

the manipulation
algorithms

Federated

Homomorphic
encryption

Hospitals
Data
governance

N

Attacks
*Theft
e|dentity/

] (o raie

Secure multi-party computation

Algorithm
owners

Secure and
private Al
Patents Untrained
Data algorithm
ownership
Private Al
Protecting
the
Bt Trained
algorithm

Differential privacy

O&-0-¢

membership
inference \\/ Anonymization Pseudonymization
*Feature

reconstruction

https://www.nature.com/articles/s42256-020-0186-1



Lesson 5: Tokenization
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coin vs. token

A coin is a digital currency similar
to the physical currency

Coin operates on its own
blockchain with its own protocol

Coins are purely used as a source
of payments

For e.g. Ripple and Ethereum

Token

A Token is a digital asset issued
on a particular project

Token does not operate on their
own blockchain

Tokens are used for payments and
signing digital agreements

For e.g. BON and DAO token






How does a

token look
like?

i Name*

+ Address*

+ Time At Address
- Date of Birth

- Utility Bills

|- Name

- Home Town

- email Address

- Phone Number

- Social Media Handle

- Exercise Activity - Month |
- Calories Burned - Month

- Steps Taken - Month

- Distance Covered - Month

7

- Income

- Outgoings

- Savings

- Credit card balances

- Loans

2
- Purchases
- Bill Payments
- Direct Debits
- Standing Orders
- Charges

. Car Lease/HP Payments i
« Car Insurance Payments

« Car Service Payments

- Fuel & Parking Payments
- Ride Share Payments

- Savings
«Shares
- Crypto
«ISA

- Pension

=\

| ®

\
Il

J

- Name

- Age
- Profession
- Post Code
- Medical conditions

m-Health
Insurance (7)

7~

- Post code

- Home type

- Marital status

- Family status/size

- Attested assets value

(- Gender

- Age Group/Range
- Profession

+ Marital Status

- Location

L Health Risks

®




Smart contract

Akin to HTTP Header

Akin to Message
Header

Akin to Message
Content

Smart Contract
- Identifiers (e.g. JWT Token)
- Digital Signature of parties.
- Terms of data use (specific Smart Contract)

L

v

Standard mPod metadata
Ownership: Individual/Org/Co/Open
Association: (n)Parent/(n)Child
Provenance: Person/Org/Thing
Class: Confidential/ldentifiable/No PlII
Veracity: Yes/No/1-10 Score
Sensitivity: 1-10 Score
ID State: Identified/Pseudo/Anon
Value: Entity + Context + Intent
Changeability: Static/Fluid/Mixed
10 mPod State: Draft/Final
11.Transaction State: Data Hash/Timestamp
12.Data Fields Contained: Data fields + sources
13.Access Rules: Standard/Bespoke

Core Data Attributes held in Payload

OO0 O Ox B o0 Nl

4

Payload
[

Contract Layer

Meta Layer



Interface Layer

Services Layer

Settlement Layer

| T

STELLAR - PERMISSION-LESS PUBLIC SETTLEMENT BLOCKCHAIN

STANDARD

Blockchain Layer o . CIéEHAANR‘?EAlTA
(11 METAPOL HYPERLEDGER FABRIC - PERMISSIONED COMPUTE BLOCKCHAIN | TCSC
Programmable —
___________ N —r DATA

oney”

Data Layer







Prepare for a
multi token
world

Alex MD
Alex patient
Alex traveler

Alex investor...

Wallet

Apps.

Business
networks

Internet

2

Governance
Access
*Patient ID *Global trade *Trading
+Clinical trials *Trade finance *Regulation
*Supply chain *Provenance *Payments
Health Supply chain Finance DAO
o) = i
w S Eg=c, ‘, e
+ e 2% & T
T / B/ X-chain
O &

of ledgers

Source, Andy Martin, IBM
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Summary

BLOCKCHAIN IN HEALTHCARE




Health 3.0 is all

about
ownership

. You are your data and that data is yours
. Your data is valuable in a tokenized asset

. New value can be created in DAOs (network effect)

. DAO behaviors are governed by tokens

. Token value may stay in the DAO or converted to fiat



Issue Data as Capital Data as Labor

. Ownership Corporate You
Data is .
. . g Incentives Opaque Transparent
dignified labor _
Future of Work Shared (gig) Data work
Reputation Social media Digital dignity
Social contract You are the product Creator economy




Still unanswered
questions

Will we have
Universal Health
Income? (UHI)

Who is
accountable for
shared
infrastructures?
If their creation
can’t be led
solely from the
public sector,

how can we align

industry,
academia, and
philanthropy?

If multiple
consortia need
to be engaged,
how do the
consortia
coordinate
among
themselves?

How do we
validate the

sustainability and

effectiveness of
differing
governance,
cybersecurity,
and ownership
structures?

What are we
‘owning and
governing’?

oU s IR

Capital
Risk
Technology
Data
Intellectual
Property




Banking

SMS

Content
Browser data

Ownership
File storage

Payments

Web 2.0 Web 3.0

B —» O

Revolut, Transferwise Trustwallet
enger, iMessage Discord, Telegram, Outgrid
Medium, Patreon, YouTube Steemit, Rally

-"’-m.:.\.\v&‘ y
afari, Chrome
TDS

Bill of Sale Open Sea, Dapper Labs
i = @
~0«
IPFS
enmo / Paypal Outgrid ,Trustwallet, Celo
Second Life Decentraland



QUESTIONS &
ANSWERS

BLOCKCHAIN IN HEALTHCARE




